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About Me

● Teach cybersecurity and programming at Loyola 
University Chicago since 2018

● Research on cybersecurity and privacy
● Lead the Loyola Center for Cybersecurity and 

Privacy
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Ask Questions Anytime

● This session is for you
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THINK LIKE AN ADVERSARY
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Agenda

● Authentication
● Phishing
● Wireless Security
● Phone Security
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Types of Authentication

● “Something you know”
● “Something you have”
● “Something you are”
● “Someplace you are”
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Types of Authentication

● “Something you know”
– Secret
– E.g. password, PIN

● “Something you have”
– E.g. ID card, smart card, token, authenticator apps

● “Something you are”
– E.g. fingerprint, voice, face, iris

● “Someplace you are”
– E.g.: Location + Time
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Most Common Passwords 
2021 vs 2014

● 123456
● 123456789
● picture1
● password
● 12345678
● 111111
● 123123
● 12345

● 123456
● password
● 12345
● qwerty
● baseball
● dragon
● letmein
● 111111
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Password Selection

● Random
– Best
– Hard to remember

● Pronounceable phrase or sentence
– H3110There
– WY5iWY6

● Password phrases
– CorrectHorseBatteryStaple

● User selection
– Usually easy to guess
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Password Reuse

● One unique password per account!
● Password breach on one website → password 

spraying on other websites
● Check https://haveibeenpwned.com/
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Use Password Managers

● Automatic password generation
● One master password to remember all other 

passwords
● E.g. PasswordSafe, Dashlane, Keepass, etc…
● Demo on a password manager
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Hardware/Software Tokens
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Two-Factor Authentication

● Password and software token
● Multiple biometrics
● Password and biometric
● Biometric and token
● Etc...
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Agenda

● Authentication
● Phishing
● Wireless Security
● Phone Security
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Phishing

● Via Email, Phone, Text message
● Someone posing as a legitimate 

individual/institution
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Smishing (SMS Phishing)
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Vishing (Voice Phishing)
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Loyola
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Why?

● Steal your identity, credit card number, health 
insurance

● Steal money from your bank account/credit card 
account
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Other Types of Phishing

● “Regular” phishing
● Business Email Compromise (whaling)
● Catphishing
● Romance scams
● Identity thefts
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Social Engineering

● https://www.youtube.com/watch?v=lc7scxvKQOo 
● Be careful what you post and share online
● Check your social media privacy settings
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How to Protect Yourself?

● Wait, Pause
– Phishers always make it “urgent”

● Call back using a known number
– Do not use the number you received in the 

email/text/phone call
● Too good to be true
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Agenda

● Authentication
● Phishing
● Wireless Security
● Phone Security
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Wireless Security

● Connect to SECURE wifi (lock icon)
● Open wifi, e.g. at airports, hotels

– Your phone broadcasts everything!
– No privacy
– Risk of interception/modifications of messages

● Use https
● Use your phone hotspot
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● If possible, will show a demo of the Pineapple 
wireless sniffer
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Agenda

● Authentication
● Phishing
● Wireless Security
● Phone Security
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Mobile Applications

● Only download from official App store
● Be careful what you download and install
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Mobile Applications

● Can access
– Your phone number
– Other phone information
– Location
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Phone Metadata is very Useful!

● E.g. 
https://www.abc.net.au/news/2015-08-24/metadat
a-what-you-found-will-ockenden/6703626 

● ~$12 billion market (in 2021)

● If you really “had nothing to hide”, why would your 
data be so expensive!
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Other Phone Security

● Lock your phone
● Create a PIN (or better a password)
● Use fingerprinting/FaceID
● Erase phone after 10 failed logins
● Enable “find my phone”
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Final Words

● Use a password manager with strong passwords
– Use MFA

● Use HTTPS
● Anybody can be anybody on the Internet
● Be careful online
● Patch/Update
● Be aware of what you install
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Questions?

● Happy to talk about anything else
● Contact: dchantin@luc.edu
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If there is time, some cool videos

● “side channel” attacks: 
http://cheezburger.com/64009217 

● Dolphin attack: https://www.youtube.com/watch?
v=21HjF4A3WE4

● Potato chip video: https://www.youtube.com/watch?
v=FKXOucXB4a8

● Laser video: https://www.youtube.com/watch?
v=nlTrnEoCOjs


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43

